
Set up two-factor 
authentication (2FA) 
in CrossConnect

You will need: 

• Access to the computer, to log into CrossConnect

• Access to your mobile phone with a two-factor 

authenticator app DOWNLOADED 

Examples include

Microsoft Authenticator for Android and iOS or 

Google Authenticator for Android and iOS.
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https://go.microsoft.com/fwlink/?Linkid=825072
https://go.microsoft.com/fwlink/?Linkid=825073
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8


Part 1: Login to CrossConnect
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Click your name in upper right corner, then My Profile
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Notice the "Two-Factor Authentication" on the left. Click 
that. 

Now select "Yes" to enable two-factor authentication
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Instructions will appear on screen. 

Keep the CrossConnect screen open 
while you do the next steps. 
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Part 2: Configure your authenticator 
app

Download a two-factor authenticator app. 

I will show you how to configure two-factor using the Microsoft 
Authenticator app, but you are free to use whichever app you 
would like.

Once you have downloaded the app, then... 
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Click the plus 
button (+) in the 
upper right corner

Select "Other 
(Google, Facebook, 
etc.)"
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Your camera will turn on. You will use the camera to scan the 
QR code that you see in CrossConnect
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Poof! Now CFNC CrossConnect is at the bottom of your 
app with a 6-digit code that refreshes every 30 seconds
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(Optional) 
Rename account

If you want to change the 
name for YOUR reference, 
follow these steps. 

1. Click on the CFNC 
CrossConnect 
name/arrow 

2. Click the gear symbol in 
the upper right corner

3. Then click the arrow to 
the far right of the current 
account name

4. Type in the name that you 
would like to see when 
you open your app. Click 
Done. 

5. You have just renamed 
your CFNC CrossConnect 
account name!
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Part 3: Verifying your authenticator 
code in CrossConnect

Open your authenticator 
app and navigate to the 
CFNC CrossConnect (or 

whatever you renamed it 
to). 

Take note of the code. 
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Enter the code in CrossConnect in the Verification filed 
(#3 under Configure Instructions). 

Click Verify. 
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Part 4: Logging in after two-factor 
is enabled

Now when you log in, you will see this prompt to enter the 
6-digit code from your authenticator app
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Part 5: More Two-Factor Settings

1. If you need to add additional authorization apps, use 
the + Add Authenticator App button and repeat the 
previous steps to configure the two-factor 
authentication. 

2. If you need to Reset your Authentication Key, use this 
button. Use caution - all previously authorized 
authentications will be reset. 
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